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Basic principles (

Data analytics

The process of analyzing raw data using
quantitative methods to find patterns & extract
meaning to offer answers to crucial questions

Basic functions of data analytics:
1. Gather hidden insights
2. Reports generation
3. Perform a technical or market analysis I

4. Enhance business requirements & customer .%
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Four types of data analytics:
1. Descriptive Analytics (what happened?)

Examine past data & provide insights into patterns,
trends & key metrics

2. Diagnostic Analytics (why did it happen?)

Identify the root causes of a particular outcome

3. Predictive Analytics (what 1s likely to happen in
future): predict future events or outcomes

4. Prescriptive Analytics (what 1s the best course
of action to take?): to optimize outcomes




Descriptive

Based on Live Data,
Tells what's
happening in real
time

Accurate & Handy for
Operations
management

Easy to Visualize
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Diagnostic

Automated RCA -

Root Cause Analysis

Explains “why” things
are happening

Helps trouble shoot
issues

Descriptive
Explains what
happened. happened.

Explains why it

Four types of data analytics

1%1: 3k

Predictive

Tells What's likely to
happen?

Based on historical
data, and assumes a
static business
plans/models

Helps Business
decisions to be
automated using
algorithms.

Predictive
Forecasts what
might happen.

Recommends an
action based on
the forecast.

Prescriptive

Defines future actions
—i.e., "What to do
next?"”

Based on current data
analytics, predefined
future plans, goals,
and objectives

Advanced algorithms
to test potential
outcomes of each
decision and
recommends the best
course of action

Complexity




Data
Preparation

Predictive analytics process lifecycle

Transform
& Select

Validate
Model

Evaluate /
Monitor
Results

Identify /
Formulate
Problem

(Source:

Data
Exploration

Build
Model

Deploy
Model
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Analytics solutions are beginning to shift the
building systems to a more distributed
platform with hybrid & predictive control
based on multiple inputs & outputs

Current methods focus mostly on energy
management

However, building data analytics can also
provide cost savings through optimized O&M
as well as improved occupant comfort




Basic concept of the analytics process
(using information technology tools to support decision making)

System

* Analytics includes the software layer & underlying algorithms that enable
building owners, managers & operators to make more strategic decisions based
on a more holistic insight into how their facilities are operating

» This process requires data from a system to be captured, analyzed &
communicated in order to direct changes that meet specific business objectives

* Itrequires integration of data from several sources of information (from
building systems or external)

(Source: Navigant Research)




Generic building data flow

Analytics e
Platform Building Energy Management System

Database Building Management System

Building
Automation
System

Network

Building
Automation
System

Controller

Controller
External Platform

Electricity
Consumption

Data Temperature Occupancy

Electricity
Consumption

Building
Information

Temperature Occupancy Weather

(Source: Navigant Research)
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Building data flow

Data capture starts with sensors (€.g. temperature,
occupancy, air quality & energy consumption)

Integration of data stream through a building
network or BAS/BMS

Data analysis occurs either on-premise on a local
server or with a cloud-based service

Most analytics solutions compare with external
data (e.g. weather, average building performance,
building occupancy & space utilization)
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Building data analytics can be viewed as the
tool that gives business value to large data sets

Smart buildings generate a massive amount data

On 1ts own, big data, or any data for that
matter, cannot actually solve any problem or
do anything. It 1s only through the collection,
integration & use of the data in analysis that
value can be provided, turning data into
information & ultimately knowledge/wisdom




The DIKW (data, information, knowledge, wisdom) pyramid
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A flow diagram of the DIKW (data, information, knowledge, wisdom)
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1 Comfort/ Health

A Elderly Energy
Entertainment | _ . e Security  Smart
Services  1SSistance home care Efficiency Watering
. Application E e J
Services PP :5{5 T H- -
CIVICECS Layer H
Smart Buildings
Application
Reasoning Techniques
* Ontology-based Context Intelligent Data Processing,
Context . supervised learning Producer ~#=  EventProcessing and
Knowledge/ | Processing And ¢ Unsupervised learning £ Management, Decision
OWIC c i * Rul Context Making (Filters, DBMS,
Reasoning uies Consumer L '
e « Probabilistic logic Data Fusion, Neural
Y ® Fuzzy logic Netwaorks..etc )
Context Data
Consumption/ Production
C Context and Contaxtand Context and Context and
Ontent ( Q Context Semantic e ss:mantlc — femantlc
and discovery - Discoverer Discoverers
Semantic Discoverers Generator Repository
layer

semantic

Context and Semantic
Generation and Configuration

Data Modeling
* Key-Value pair
* Object-based
= Context -<—#+ Ontology-based
Info. * Mark-up Scheme
* Logic-based
* Graphical

Acquisition Technigues
® Push and Pull
 Instant and Interval

* Context Source

Data Acql::st:tinn
acquisition

Middleware
Layer

Data and Event Acquisition

Raw
Data
Network Ethernet WLAN, WSN,
|

Raw data

GSM, GPRS, 3G WiMax, WPAN
Layer

Raw data Collection

Sensors
S en81ng SE::::g Actuator m ot i
Social Media

Layers of the base IoT
architecture that serves
as the foundation for
smart buildings

(Source: Qolomany B., Al-Fugaha A., Gupta A., Benhaddou D., Alwajidi S., Qadir J. & Fong A. C., 2019. Leveraging machine learning and big

data for smart buildings: a comprehensive survey, /IEEE Access, 7: 90316-90356.

)
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Data available from building systems:

Energy data from utility meters & other submeters

e.g. power (kW), current (A), frequency (Hz), voltage
(V), power factor, total harmonic distortion (THD)

HVAC data from sensors

e.g. temperature, airflow, humidity, occupancy,
equipment operation

Lighting data from photo-sensors

Security & access controls

External data (e.g. weather, utility prices)
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Types of dataset
Numerical data (continuous or discrete numbers)
Categorical data (categories or labels of data)
Text data (words & sentences)
Image data (e.g. from computer vision)
Audio data (sound waves, text-to-speech)
Video data (e.g. from CCTV camera)

Time-series data (at regular time intervals)




Established & emerging data sources in buildings useful for data
analytics to improve building performance

Emerging data sources

() (s

Security \ (People counting camerasj
Frequency of HVAC failur
thermal complaints frequency

)

IT data WiFi devuc?
counts

Employee performance
and satisfaction

Established data sources

’ ) Temperature, RH, CO,,
airflow, occupancy sensors
BAS
Valves, dampers, variable
\ ) frequency drives

Occupancy sensors,
photosensors, automated
shades, integrated lights

Lighting

>
>
]

Utility metering, submeters
for heating, cooling, lighting,
plug load meters, etc.

J

CMMS = computerized maintenance management systems

IT = information technology
HR = human resources

BAS = building automation system

(Source: Gunay H. B., Shen W. & Newsham G., 2019. Data analytics to improve building performance: A critical review, Automation in

Construction, 97: 96-1009.

)
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Data integration

Using building communication protocols (e.g.
BACnet, LonWorks, KNX, DALI, Modbus)

Internet protocols & interoperability 1ssues

Data volume, interval & communication speed

Data monitoring & analytics solutions

Monitor equipment data & provide that data to
remote expert engineering analysts to aggregate
diagnostic results, track progress & consult with
stakeholders to solve problems if needed
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Building data analytics

Big data analytics in smart buildings

The next generation 1n business & operational
intelligence derived from the analysis of data
integrated across multiple streams or sources for
the purposes of overall system understanding,
performance & optimization

Can provide new 1nsight to key decision makers

exploring opportunities for investment &
operational management changes




Business benefits of building analytics

Benchmark, assess & compare the performance of facilities
Accurately forecast & budget utility consumption expenses
Intelligently correlate parameters to investigate & explain events
& 1ncidents

Strike the right balance between performance indicators without
sacrificing one for another (e.g., occupant comfort vs. energy
efficiency)

Perform predictive maintenance to help avoid unexpected
equipment failures

Use analytics scores to gain quick insights on facility performance
Introduce new features & functionalities leveraging building
analytics

(Source:




Identification of HVAC system operational characteristics for daily
operations over various days of the week

- Building 1 Daily Operation Building 1 : Daily Operations

- HVAC 1 HVAC 30-
é 10-  Overshoot Peak 'y\ Turn-Offs
ch Usage Day
= £ 20- ~— Sun
0 = - Mon
2 HVAC = e
E O Tumn-On | . -
2 Morning Evening 3 10 —1v:'1eud
- i Q —
§ \ Ramp-Up  Shut-Down 2 —
$ -10- — Sat
w Night/Baseload 0-
/ Operation —>
207 5 10 15 20 : ' | ' '
Time of Day (hr) 0 0 10 19 20

Time of Day (hr)

(Source: Pickering E. M., Hossain M. A., French R. H. & Abramson A. R., 2018. Building electricity consumption: Data analytics of building
operations with classical time series decomposition and case based subsetting, Energy and Buildings, 177: 184-196.

)
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Typical building data analytics processes:
Establishing ground truth data (correct operation)
Data validation (ensure clean & error-free)

Fault detection & diagnosis (FDD)
Energy consumption prediction
Generation of maintenance schedules
Estimation of occupant comfort level

Building simulation & modelling
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Building data analytics

Four main functions of building analytics:

1. Visualization & reporting

Mapping, dashboards, periodic summaries

2. Fault detection & diagnostics

Real-time analysis & alerts, performance analysis,
historic benchmarking

3. Predictive maintenance & continuous
improvement

Capital planning, monitoring-based commissioning

4. Optimization




Customer value propositions for building analytics

Predictive Maintenance

Fault Detection and and Continuous

Visualization and

Optimization

|:(ey Benefits for
he End User

Office /
Enterprise

Retail

reporting

Economic metrics on
efficiencies
Benchmarking
Customized data
presentment

Enhanced portfolio
visibility for the
C-suite

Comparative OPEX

(Source: Navigant Research)

Diagnosis

OPEX savings
Prioritized fault
management
Time-saving
equipment
management

Enhanced tenant
comfort and
retention

Customer comfort

Improvement

Capital planning
Efficient utilization
of O&M human
resources
Eliminate building
drift

Increased asset
value of intelligent
buildings

Reduced
maintenance services
costs

Economic risk
management
Sustainability / GHG
improvements
Integrated energy
and business
strategies

CSR demonstration
Space utilization

Customer movement
Branding




Example of analytics process for lighting applications

Lighting System

Occupancy

SEnsor Building _
Automation Analytics
System Platform

Photosensor

Predictive
Control

Energy
Visualization

(Source: Navigant Research)




Example of hourly electrical demand heat map reporting

-- e s W ow w

140

141

8:00 AM m7m 165 154 151 166

9:00 AM 169 175 168 155 164 172

10:00 AM 165 176 172 166 162 173
11:00 AM 162 177 168 169 161 173

Noon 165 178 172 169 162 175

(Source: CABA, 2015. Intelligent Buildings and Big Data, Continental Automated Buildings Association (CABA).

)




Example of energy use & load analysis summaries

Reporting Period Year to Date

Max Min Average Max Min Average
Demand Demand Demand  Total Percent Demand Demand Demand Total Percent
(kW) (kW) (kW) (kWh) Total (kW) (kW) (kW) (kWh) Total
Lighting 32.2 16.9 24.3 18,089 15% 36.3 13.3 25.0 141,075 16%
Fans 49.3 25.3 35.7 26.596 22% 61.0 231 381 214,917 25%
Pumps 56.3 10.6 45.2 33,670 28% 61.0 1.2 44.7 252,186 29%
Space 18.2 0.0 12 917 1% 31.2 0.0 44 24,569 3%
Heating
Space 61.2 1.3 234 17420 14% 61.2 0.7 89 49914 6%
Cooling
Plug 58.7 0.0 328 24,441 20% 76.9 0.0 30.8 173,646 20%
Loads
20% e 20% 17%
B Lighting
B Fans
B Pumps
6% —
22% B Space Heating
14% — 3%

259 Space Cooling

[l Plug Loads
1%

28% 9%

(Source: CABA, 2015. Intelligent Buildings and Big Data, Continental Automated Buildings Association (CABA).
)




Cloud-based building analytics

Identify: Stakeholders can access automated
O§ diagnostic results for instant visibility into the
most costly issues for their facility and can
direct maintenance resources accordingly.

Expert Review: An expert
@ engineering analyst aggregates

diagnostic results, tracks progress,
and consults with stakeholders on

harder to solve problems.

Achieve Results:
Building Analytics can reduce
the cost of facility operations

primarily in utility cost savings,
maintenance efficiency, and
operational improvements.
Here are a few examples:

At a research laboratory: Up to
$286k saved from fault detection
in a ventilation system

I

At a multi-tenant office tower: $44K in
expected awards from monitoring and
verification to facilitate utility incentives

Execute: Internal team

members or external vendors
are directed to address mechanical
issues and cost-saving opportunities.

At a community center: 23% return on

investment from commissioning rooftop
4 units to reduce operational costs

Validate: The data validates
if problems were effectively
resolved or require further attention.

(Source: http://www.schneider-electric.com/)




Building analytics report & trend analysis over time to track performance

/Total avoidable energy cost trend )
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Example of a dashboard for building data analytics

o F Monthly Consumption \
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Energy data analysis

Energy management & information systems
(EMIS) are software that provide the needed
analytical horsepower to building owners as
they work to find meaning from data

Tools such as energy information systems (EIS),
fault detection & diagnostics (FDD) systems, and
automated system optimization (ASO) supplement
the BAS to facilitate analysis & management of
building performance




Energy management & information systems (EMIS) framework

System-Level EMIS

Meter-Level EMIS

Benchmarking and
Monthly Utility Bill
Analysis

Building Automation System

Energy Information

System Fault Detection and Diagnostics

Advanced EIS

N B dH @&

Identify Validate, Diagnose Implement Verify Monitor, Update
& Prioritize & Triage Corrective Actions  Improvement & Maintain

Automated System Optimization

(Source: Kramer H., Lin G., Granderson J., Curtin C., Crowe E. & Tang R., 2019. Synthesis of Year Three Outcomes in the Smart Energy
Analytics Campaign, Building Technology and Urban Systems Division, Lawrence Berkeley National Laboratory.

)




Overview of an energy management & information system (EMIS)

Utility
Bills

Interval
Meters

Weather
Stations

Building
Automation
System (BAS)

loT
Devices

Distributed
Energy
Resources

Data

Sources

[
@E—»
LS

0S48e

-/

@- ﬁ

/i
gi] —

e——

—_—

Data
Warehouse

(IIIIIIIIIIIID

CIIIIIIIIIIIL

_ ASO |

EMIS
Capabilities

Monthly Data Analytics

Energy Information System
® Interval Meter Data Analytics

® Advanced M&V
(Measurement and Verification)

Fault Detection and Diagnostics

Automated System Optimization

(Source: Kramer H., Lin G., Curtin C., Crowe E. & Granderson J., 2020. Proving the Business Case for Building Analytics, Lawrence Berkeley
National Laboratory, Berkely, CA.




Energy data analysis

Core capabilities of energy management &
information systems (EMIS):

Centralize, normalize, visualize data

Utility bill management

Interval meter analytics

Measurement & verification (M&V)

Automatic fault detection & diagnostics (AFDD)

Supervisory control

Operation & maintenance (O&M) optimization




Example of EMIS usage & cost tracking

NREL > [ STM Campus [STM_CAMPUS]

Actual Data Calendarized Data Normalized Data Savings Energy Projects Properties Flags

Summary Commodity Monthly Greenhouse Gas

Electric -
Monthly Cost ® Monthly Use

400,000 - 6
300,000 =

— Y g
o
o
<« 200,000 e
»

£ 77
100,000 - <

0 - 0 -

Feb May Aug Nov Feb May Aug Nov
Previous 12 months . Most recent 12 months Previous 12 months . Most recent 12 months

(Source: FEMP, 2021. Energy Management Information Systems Technical Resources Report, U.S. Department of Energy, Energy Efficiency
Renewable Energy Office, Federal Energy Management Program (FEMP).

)




Energy usage report & benchmarking of EnergyStar portfolio manager

Energy Usage Report 2 WFC

Owner: Building Owner

Year Built: 1987

Square Footage: 6,666 sf

Analysis Period: 12/1/2006 - 12/1/2007

e ENERGY STAR®

= Portfolio/Vlanager" Score

Your Building’s Score

Average Score For Your District

Total Carbon Footprint:

27,109,373

Ibs/year

The total building energy is converted
to one consistent unit (Btus) to allow for
comparison with other buildings.
Display of carbon emissions accounts
for the environmental impact of the site
energy used and considers the source
fuel for electricity.

(Source:

% distribution of buildings

% distribution of buildings

225 Liberty Street, New York, NY 10281

Annual Site Energy Consumption

How You Compare to Your District

25 60

Your Building H

130 90

KBtu/sf

Annual Carbon Emissions

How You Compare to Your District

Your Building H

13 |
40 25

KBtu/sf

10

March 4, 2011

Total Energy By Use Total Site Energy

R Consumption
measured in millions of KBtu

142,150,096 KBtu

B Electricity Steam (58 KBtu/sf)
107
100 =
50 36
5 l
B Electricity (41 KBtu/sf)
Base Cool Heat Steam (17 KBtu/sf)

Total Annual Energy Cost

Total Cost

4,123,730.71 ($1.68/sf)
($868.34/occupant)

Total Cost By Use

measured in thousands of dollars

B Electricity Steam
$3,153
$3000 ==
27%
$1500 $995
146
$_ . B Electricity ($1.22 /sf)
Steam ($0.46 /sf)
Base Cool Heat




Dashboard of an energy manager service to manage workflow & assets,
energy usage, utility billing, account auditing, capital forecasting & other
administrative functions

Energy Mat

» Organization Setup
p Facility Datails

p Utility Accounts

» Help & Contact Info

(Source:

@Ewww

Dashboard

®© ©@ 0O

Logout iy Arcourd Seaaen

sasws_ Amoscenens BT o s excnorsws
I r r =1
| General Stats # | | System Activity e Monthly Energy Use i
# Facilities: 13 # Users: 17 Monthly Total Energy Usage
# Vendors: 14 # User Types: 4 . N .
All Facilities -- Feb 2016 - Jan 2017
# Accounts: 70 # Logins - Month: 5 \ 3 -
# Meters: 142 #Logins - YTD: 479
| ENERGY STAR 4 | | Resources E]
Avg. score: a7 # Documents: 38
Lowest score: 24 # Links: 10 x "
Highest score: 99 # News sources: 12 ;':'
& Qualified(75%): & # Blog articles: 3 l
ot | e
| Quick Links o

» Historical Data by Service

 Facility Ranking Chart

» Energy vs, Degres Days

o Side-by-Side Service Graphs

* Energy vs, Degree Days

= Energy Use Graph

+ Historical Energy Use and Cost Report
= Ltility Cost Breakdown Pie Chart

Mar AT May Jur Jud Akg sep ot MNow Do lan

-8 Last Year =+ This Year




Basic concepts of automatic fault detection & diagnostics (AFDD)

Configuration
|—} .. n Information
®2-Q-9-%-0

Building Fault Fault Fault Actionable
System Detection Diagnosis Impact Information
T Auto-Correction I

(/«

(Source: )




Common measures identified & implemented through use of automatic
fault detection & diagnostics (AFDD) technology

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%

Improve scheduling for HVAC&R I 35%
Reduce simultaneous heating and cooling IIINIEEEGEGEGEGEGEEEEEEEEEEEEEEEE——  75%
Adjustment of space temp. setpoints NG  69%
Improve economizer operation/use GGG 65%
Reduce over-ventilation IIIIEIENEEGEGEGEGEGEGEEEEEEEEEEEEEEN 63%
Supply air temperature reset I  53%
Tune control loops to avoid hunting NN 52%
Duct static pressure reset HIIIIIIIEIEINENENEGEGEGNGEGENEENENGEN 52%
Optimize equipment staging N 50%
Reduction of VAV box minimum setpoint NI 50%

(Source: )




An example of automated system optimization (ASO) for optimized start
of HVAC equipment using predictive energy optimization

Pre-cooling and
Demand Response

Predictive Energy Optimization

F f

Zone Temperature

Baseline Power

BIQ Optimized Power

Power (KW)
(4,) @amesadwa |

JAM AM )AM P\ P [ R

Optimized Start  — Time of Day
High Peak/Low Demand Charge Tariff

(Source: )




Support options for the ongoing use of energy management &
information system (EMIS)

4 © @ @ -0
EIS F D ASO
A -
EMIS Installation and Ongoing EMIS Data Corrective Action and
Commissioning Review Verification
m [ntegrate data from a m Prioritize findings m Troubleshoot issues onsite
variety of sources m Review BAS data to m Track corrective actions
m Check data quality determine root cause m Verify faults have been
m Develop diagnostic rules m Develop summary reports corrected
= Configure EMIS user and action plans = Estimate energy and cost
interface savings
= . = .

Increasing levels of support from MBCx service providers to operations staff

(Source: Kramer H., Lin G., Curtin C., Crowe E. & Granderson J., 2020. Proving the Business Case for Building Analytics, Lawrence Berkeley
National Laboratory, Berkely, CA. )




Energy data analysis

Monitoring-based commissioning (MBCx)

A type of existing building commissioning
(EBCX) applied to a building or energy system

A systematic process for investigating, analyzing,
& optimizing the performance of building systems
through the 1dentification & implementation of
low/no cost & capital-intensive facility
improvement measures & ensuring their continued
performance




Monitoring-based commissioning (MBCx) data flow, including metering,
weather, building automation system (BAS) & internet-of-things (IoT)

Meter
Data

Weather
Data

BAS
Data

loT
Data

Ll

data

MBCx analytics provide
information for action

010100101
110001001

110000011

Database Cloud-based or local software

(Source: Best Practices for Enhancing Performance Contracts with Monitoring-Based Commissioning

)




Monitoring-based commissioning (MBCX) process using an energy

AN\

Data collection:
Sensors, meters,
loT devices

MRV

management information system (EMIS)

Data Analytics:
Transmits
actionable
information to
building engineer

How EMIS work:

Data Warehouse: Integrates
and organizes building data

- R Rnnnnnnnnnnnn
IRRRRREnnnnnnnnnnnen
. IRRRRnnnnnnnnnnnnni
S R EIS
/S R R

Monitoring: Tracks improvements
and measures savings

EMIS TOOLS: Energy information systems (EIS) help find energy waste using
smart meter data. Fault detection and diagnostic tools (FDD) detect and prioritize
HVAC system faults. Automated system optimization (ASO) includes control
algorithms to minimize energy use across systems.

—

@

Implementation:
Building engineer
reviews analytics
and makes repairs
or improvements

(Source: Kramer H., Lin G., Curtin C., Crowe E. & Granderson J., 2020. Proving the Business Case for Building Analytics, Lawrence Berkeley
National Laboratory, Berkely, CA. )




Energy data analysis

Typical data analysis methods

1. Energy savings

Interval data analysis, annual energy use analysis,
short-term measurements & engineering calculations,
building energy simulation & modelling

2. Costs

Estimation of base costs, recurring costs, labour costs

3. Cost-effectiveness

Costs & saving comparison, simply & discounted
paybacks, return-on-investment (ROI), life-cycle cost




Example of the system architecture used to optimize energy consumption
by using data analytics & high performance algorithms

External

Data
SEeNnsors sources

N

\ Data Data Energy
—

* collection analytics Sources Lighting

/ management

&

Data
8 > processing <™ Actions | «—» HVAC

database

(Source: Benavente-Peces C., 2019. On the energy efficiency in the next generation of smart buildings—supporting technologies and techniques,
Energies, 12 (22) 4399. )




Artificial intelligence (Al)

From analytics to artificial intelligence (Al)
Al as a natural evolutionary outgrowth of analytics

Use of machine learning (ML) methods

e.g. optical character recognition (OCR) in document
processing & adaptive algorithms in video games

The era of cognitive technologies
Extension of predictive & prescriptive analytics
Robotic process automation for digital tasks

Intelligence augmentation (IA) to assist humans




Data analytics & artificial intelligence

Internet of Things Hype
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(Source:
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Data science principles with deep analytics, artificial intelligence,
machine learning & statistical analysis

ARTIFICIAL INTELLIGENCE

STATISTIC MACHINE
ANALYSIS LEARNING

DEEP
ANALYTICS

(Source: )




(Source:

Types of data analytics

Prescriptive Descriptive
What should we What is
do? happening?

AlI/ML usage: Al/ML usage:

AT Always Not usually

Data
Analytics -
Predictive Diagnostic
What is likely to Why is it
happen? happening?

Al/ML usage: Al/ML usage:
Usually Sometimes




Artificial intelligence (Al)

Use Al to integrate the data from IoT devices
& occupant behaviour to apply learning,
optimize performance & improve efficiency

Provide insights about the operations, use &
condition of everything from the building’s
infrastructure, physical environment, climate,
water & energy usage, to an occupant’s experience
& satisfaction

Reduce costs through automation & optimization
of operations




Data platform for monitoring, analysis & control of smart buildings using
artificial intelligence (Al) tools

Data Platform

’ Visualize | Store | Process
— @ — Analyses

Al-based | Automated

Control

Self-learning | Autonomous

(Source: )




Artificial intelligence (Al)-based building energy analytics

Building information Building energy simulation Building energy
Q performance results
(E»m @ eQUEST
|:{> €, /UTODESK |:>
GREEN BUILDING STUDIO -
o E 12l
Building envelope Heloy i ts RrrrrrrrrrT

Green building studio
Integrated environmental
solutions (IES)
DOE-2

Thermal properties
Occupant schedule
Operational schedule

Energy and carbon results
Cooling and heating load

Building and IoT network Database management e
system Artificial intelligence - based

building energy analytics

“ Sensor
I

m oT network

/ IoT-based data
\ collection Transfer
Update
Smart meter Energy data
Weather data
Metadata Prediction, classification,
HTTP/2 clustering, alerting,
Buildings < and monitoring

Recommendation and suggestion

(Source: Truong N.-S., Ngo N.-T. & Pham A.-D., 2021. Forecasting time-series energy data in buildings using an additive artificial intelligence
model for improving energy efficiency, Computational Intelligence and Neuroscience, 2021: 6028573. )




Artificial intelligence (Al)

Basic machine learning (ML) 1s predictive
analytics & 1t uses “supervised learning” to
create a statistical model (e.g. linear
regression) based on data for which the values
of the outcome variable are known

The resulting model 1s tested or trained with a
validation dataset

If the model can predict well, 1t 1s deployed to
predict or classify new data (scoring process)




Machine learning (ML) tasks in smart building environment

‘ Data Acquisition !

Preprocessing

Data
Cleaning
— Frompting Devices
Mormalization
Clean Data
: : : : ; Promptin
Dimensionality Reduction ML Algorithms Testing Data SituaFt'iung
Feature = e .
Selection a Frediction
Feature B - *
Extraction § e Training  Training Model

Feature S—

‘\‘ Projection |§ e — o g CIBSSIHIBRL . 2 Apply Data

Initialization Step Learning Step Apply Step

(Source: Qolomany B., Al-Fugaha A., Gupta A., Benhaddou D., Alwajidi S., Qadir J. & Fong A. C., 2019. Leveraging machine learning and big
data for smart buildings: a comprehensive survey, /IEEE Access, 7: 90316-90356. )




Smart Building Environment

A
Actuator

:' HI],

Steps mnvolved in

Monitoring applying machine

learning (ML) models in
a smart building

Laacn e environment

______________

Optimization

(Source: Qolomany B., Al-Fugaha A., Gupta A., Benhaddou D., Alwajidi S., Qadir J. & Fong A. C., 2019. Leveraging machine learning and big
data for smart buildings: a comprehensive survey, IEEE Access, 7: 90316-90356. )




3 types of decisions (strategic, tactical & operational)

Decision-making process
Hﬂmﬁ"ﬁn

_@ _.S‘- £ —

The Al Roadmap® \o\ /

(Source: ;




Cyber-security

Smart buildings are highly reliant on networks
of connected devices & systems, which means
that they are vulnerable to cyberattacks

They can have serious consequences, for example

An attacker could take control of building systems e.g.
HVAC, lighting, or access control, potentially causing
physical harm or disruption

They could also steal sensitive data such as personal
information, financial records, or intellectual property

Require strong security measures, ongoing
monitoring & testing to address vulnerabilities




Cyber-security

New challenges of smart building analytics

Security & privacy 1ssues/concerns with
potentially sensitive data or video 1images

Vulnerability of BAS networks (vs. hackers)

The need to transmit data to a third-party for
monitoring & analysis, as well as storing data &
making 1t available for future analysis

Security threat related to life safety

Cyber-security for smart buildings & networks




Protecting smart building technology from cyber threats
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Cyber-security

S1x key elements of cyber-security:

1. Application security (web-based vulnerabilities)

2. Information security (e.g. personal details,
business records)

3. Network security (protect against unauthorized
access, modification or misuse)

4. Disaster recovery & continuity planning

5. Operational security (protect the functioning)

6. End-user education (reduce human errors)




Cyber-security

Strong security measures for smart buildings

Network security: firewalls to prevent unauthorized access
& network segmentation to limit exposure

Software updates: Regular software updates & patches
applied to address system vulnerabilities

Device-level security: Devices should be authenticated &
communication should be encrypted to protect data

Physical security: Devices should be physically secured &
access to them should be restricted to authorized personnel

Processes: Security processes should be documented &
audited to make sure they are being followed

(Source: )




NIST cybersecurity framework as a policy guideline

NIST Cyber Security Framework

Identify

(Source:

* NIST = National Institute of Standards and Technology

)




Risk management framework steps

(Source: Energy Management Information Systems Cybersecurity Best Practices 00 cooro oo e

cybersecurity-best-practices.pdf)




Further reading

Four Types of Analytics with Example and Applications

Ultimate Guide to Building Analytics: Making Big Data
Approachable

Ensuring Safety in Smart Buildings: The Importance of
Cybersecurity and Automation




