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Computer network

What 1s a (computer) network?

Simply, a collection of computers and other
devices connected 1n a way that allows them to
share information and resources.
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Major components of a computer network

Hub

Components of
Computer Network

(Source: )




An example of home computer network
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Office/Enterprise computer network
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Computer network

Why Network?

Devices can be shared (wired or wireless)
Easier to manage
Easier to maintain

Less expensive for equipment & software
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Computer network k@i

Why networking 1s important for BAS?

From centralised systems to distributed networks

Centralised systems

One large central computer + remote terminals

Distributed processing

Multiple smaller computers & devices, separated and
connected through “networks™

Advantages of distributed processing:

Performance, scalability, resilience & redundancy,
cost-effectiveness, distributed applications




Computer network k@i

Local area network (LAN)

A computer network that spans a relatively small
area, and with high-speed switched connections

Wide area network (WAN)

A system of LANSs connected over any distance
via telephone lines and radio waves

Other types of network

Metropolitan area network (MAN)
Campus area network (CAN)
Home area network (HAN), personal area network (PAN)
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Internetworking (two or more computer network LANs or WAN or
computer network segments are connected using devices)
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Computer network of HKU remote campuses and residential halls
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Different types of network topologies
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Comparison of different types of network topologies

Star Topology

Ring Topology
Bus topology
Mesh Topology

Tree Topology

Less Fast

Less Slow No
Medium Medium Yes
Expensive  Fast Yes

Expensive  Medium Yes

(Further info.: Compare and Contrast Network Topologies

LAN

LAN

LAN

MAN




Local area network

Ideal LAN

As easy to use as an electrical distribution system
One-time 1nstallation (plugged 1n)
Widespread access (any device/component)

Application independence
Excess capacity, easy maintenance & administration

Current obstacles
No single standard, diverse requirements
Cost $9$ of transmission media

Sophisticated functional requirements




Local area network

Common LAN standards

Ethernet
ISO 8802-3 by Digital Equipment Corp., Intel Xerox

Peer-to-peer connection: carrier sense multiple access
w/ collision detection (CSMA/CD)

Speed: 10 to 100 Mbps

ARCNET (Attached Resource Computer Network)
Developed by Data Point Corp.

Star or bus topology, peer-to-peer token-passing
Speed: 2.5 Mbps




Example of a wired Ethernet local area network

Data Ling

10Base-2 ) aT
52—
\’ Thin Ethernet Cable \‘ DsliesU
i

Each computer with appropriate network card

Fouter

T0Base-T
Category 5 ——
Twisted Pair Cable




Example of Ethernet port and connector
Ethernet Port

“100 Base T’ means:

Ping  _ 100 Mbps
- Baseband signal
- Twisted pair

RJ-45 Connector

RJ-45 = Registered Jack-45 (8-wire)
(RJ-11: for telephone, 4- or 6-wire)




Local area network

Network speed

How fast 1s fast? (time to transmit 1MB of data)

28.8 kps modem:

56 kps modem:

128 kps (ISDN):

1.544 Mbps (T-1):

10 Mbps (10BaseT):

100 Mbps (100BaseTX):
1000 Mbps (1000BaseT1):
10 Gbps (10GBaseT):

5 minutes

2 min. 38 sec.
1 minutes

5 seconds

8 seconds

0.8 seconds
0.08 seconds
0.008 seconds

The world 1s
going Gigabit!




Types of local area network (LAN)

Client-server LAN

Peer to peer
(P2P) LAN

Token ring LAN

Wired LAN

Cloud-managed LAN

(Source:

Token bus LAN

Key components of LAN

Local Area
Network

.
.......

architecture

Public internet

ered end-user

devices

Moblle end-user
devices

Centralized server

Network switches

Wi-Fi router

Firewall appliance




Local area network

Leading official standards organisation &

IEEE

IEEE 802 LAN/MAN Standards Committee "=~
( ) and its working groups

802.1: Intertace between OSI levels 1 & 2 with five

higher level layers
802.2: Logical data link

802.3: CSMA/CD (Carrier Sense Multiple Access

/Collision Detection)
802.4: Token bus
802.5: Token ring
802.11: Wireless LAN

<©IEEE 5




Network transmission media/methods and transmission impairment

 Guided Unguided
media

Coaxial i Fﬂ'i'hlﬂli'" \ ‘Twistui lR:dinwwesJ ‘lﬁcrnwm'ﬂ‘ [i]:l.ﬁ'll’ﬂﬂJ

N

Baseband  Broadband Unshielded | Shielded |

Transmission Impairment

Noise

(Source: )




Transmission methods

Transmission methods/media
Twisted pairs (TP)
Two 1nsulated conductors twisted together to minimise
interference by unwanted signals
Line bandwidth (300-3000 Hz)

Signal-to-noise ratio

Conditioning (of the line)
Conditioned line has speed up to 9600 bps m.
In most cases, 1200 bps 1s maximum N
Unshielded twisted pairs (UTP)




Example of twisted-pair cables

Jacket Twisted Pair Bare Wire

Unshielded twisted-pair

pr——————— —

Foiled twisted-pair




Transmission methods

Transmission methods/media (cont’d)

Voice grade lines

Type 3002 1n 1n the Bell Telephone Company’s
standard BSP41004

Coaxial cable

Centre conductor surrounded by a shield

Electromagnetic interference

Power lines carrier (PLC)

Using carrier current transmission that superimposes a
low RF signal (100 kHz) onto the 50/60 Hz power
distribution system




Coaxial cable

Plastic jacket

Dielectric insulator

Copper central core Copper mesh sheild
>~ COPPER
WIRE
INSULATION

COPPER MESH
OUTSIDE INSULATION




—
O
o y—
-
<
O
Q
<
—_—
—
Q
=
o
ol




Transmission methods

Transmission methods/media (cont’d)
Radio frequency (RF)

Modulated RF, with radio receivers and transmitters

Microwave

Terrestrial and satellite microwave

Used by TV stations, very high cost
Fibre optics

Infrared light travelling through transparent fibres
Best suited for point-to-point high speed transmission

Bandwidth virtually unlimited




Fibre optics transmission

Frequency (Hz) 10

Wavelength (m) 10

l_T_I

Telephone AM Broadcast Visible
Lines Radio TV  Satellite | Light
Downlink Fiber
Optic

Wavelengths




Comparison of transmission methods

Method First cost | Scan rates | Reliability | Maint. Expand- Compati-
Effort ability bility

Coaxial High Fast Excellent | Min. Unlimited | Unlimited

Twisted High Medium Very good | Min. Unlimited | Limited

pair

Radio Medium Fast but Low High Very Very

frequency limited limited limited

Microwave | Very high | Very fast Excellent | High Unlimited | Unlimited

Telephone | Very low Slow Low to Min. Limited Limited
high

Fibre High Very fast Excellent | Min. Unlimited | Unlimited

optics




Transmission modes of computer network

(a)
Simplex
mode

b) Half-
( ) —_—
duplex .
mode «— =

v e Transmission in either -
direction, but not
'. simultaneously

v G Transmission in both the ‘ . =T

(Source: )




Transmission methods

MODEM = modulator/demodulator

Communicate between field panels & controllers

Impose info in binary form onto carrier waves
Modulated
Digital Signal ﬁnalﬂga Setgnal

Two classifications: M. et ﬁ/
Baseband ook "LQ;L-P— shi=gS

Moder
Workstation o

Using differential current pulses for transmission

Short range: 2-3 miles
Broadband

Frequency, amplitude, or phase characteristics are
modulated




Networking infrastructure

Networking infrastructure and BAS

[t enables effective, efficient & secure
communication between people, devices, and the
network

Because a network 1s capable of communicating
with more devices, operators can more easily &
quickly be alerted to failures or potential failures
and data can be gathered to evaluate maintenance
and operational effectiveness




Integrate LAN cabling with BAS devices 1in a converged network
BAS Integration

Software
Structured LAN cabling
“‘;: © connections, represented by blue
sl lines, from a BAS server to an IP-
N | enabled camera and a controller in
LAN cabling a basic converged cabling
example.
Controller [P-camera  The cabling from the controller to
% the BAS devices, represented by
L ow voltage cabling , is typically
I W e S application dependent low voltage
o . G s wiring.

BAS devices

(Source: )




Networking infrastructure

Advantages of network-based systems
Easier & more convenient monitoring
Improved energy efficiency
Simplified system maintenance

Self-balancing & self-setup

Integrated facility networks (IFNs)

To streamline building O&M (operation &
maintenance) activities

To monitor & control the systems/equipment




Automated Buildings Evolution
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Networking infrastructure

History of building automation (BA)
Early 1600s: Invention of the thermostat
1884: Invention of the modern light switch
Early 20th century: Homes go electric
Around 1925: Invention of the heat regulator

1960s: Networking of buildings

1969: The advent of digital control

1979/1980: BA goes digital DDC, high-speed data transfer
1986: Building information modelling (BIM)

1987 and 1990: The advent of non-proprietary standards

1998/1999: Global networking (The Internet & Wi-F1)

(Source:




Networking infrastructure

History of building automation (BA) (cont’d)

2005: Home automation gains momentum in Germany

2007: Smartphones propel a great leap forward

2008: Building automation joins the cloud (cloud-based services)
2009: Wireless control of lighting

2010: Always on the go, always online

2014: Text-to-speech (TTS) technology

2016: The Internet of Things (IoT) networks building technology
2018: A “brain” for buildings

2020: Turnkey artificial intelligence (Al) & intelligent video techno.

The near future: A boom in cloud-based services

(Source: )




An example of BAS topologies with Cloud

BACnet IP

{)

VPN/VLAN ‘ j
BACnet /SC
1 | \ ,
J

dl 18udvg

BACnet /SC Router

BBMD
TABLE

(Source: Carrier and Automated Logic)

T

ARCNET

Location Location Location
X Y Z

BACnet = Building Automation and Control Networks
[P = Internet Protocol

SC = Secure Connect

VLAN = virtual local area network

VPN = virtual private network




Networking infrastructure

Telecommunication services and systems in HK (HK:
the Facts — telecommunications

Local Fixed Carrier Services
: : BN EHFEIRR
Fixed Broadband Services E_E]MMUNTCATIONS

L . AUTHORITY
External Telecommunications Services —_

External Telecommunications Facilities

Mobile Services




Key Telecommunications Statistics (Hong Kong)

Telecommunications Services Quantity
Mobile network operators (Aug 2023) 5
Mobile virtual network operators (Aug 2023) 23
Local fixed network operators (Aug 2023) 26
External fixed telecommunications services operators (Aug 2023) 190

- Facility-based external fixed network operators (Aug 2023) 39

- Services-based external telecommunications services operators (Aug 2023) 151
Residential fixed line penetration rate (Jun 2023) 71.5%
Mobile subscriber penetration rate (Jun 2023) 301.9%
Mobile subscriptions (Jun 2023) 23,179,949
Mobile broadband subscriptions (Jun 2023) 23,166,222
Internet Services Quantity
Internet service providers (Aug 2023) 296
Registered subscriptions with broadband access (estimated) (Jun 2023) 2,988,907
Household broadband penetration rate (Jun 2023) 99.2%
Fire-to-the-home/building (FTTH/B) household penetration rate (June 2023) 85.1%

- FTTH (69.6%) and FTTB (15.4%)

Public Wi-F1 access points (as at August 2023) 86,880

(Source: )




Evolution of Information Technology and trends of Web revolution

Dumb
Terminal

Dumb =
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(Source:

The trends of IT and Web revolution:

1. Content is becoming dynamic - The first web pages were static. Today, sites
provide up-to-the-minute content.

2. Bandwidth 1s getting cheaper — There will be enough bandwidth for a full-motion
video channel. Bandwidth is growing exponentially cheaper year after year.

3. Storage 1s getting cheaper - The capacities of hard drives, DVDs, CD-ROMs, and
removable storage media are far greater than they were a few years ago.

4. Enterprise computing is becoming more important - Integrate information from
desktop PCs with mobile phones on the low-end and with mini and mainframe-based

corporate information systems on the high-end is increasing.
)




The need to integrate different sub-systems of BAS

User
Interface

Building Automation

Centrifugal

Chiller — Fan Systems
Boil (Johnson Control,  Surgical Suites Fume Hood
(Ho::ee:en Worki) L L —— N2 Direct)  (JohnsonControl,  (Phoenix
y (Modbus) N2 Direct) N2 Direct)
Burner Control pr—
Integrator) (,,«;-\\ k < '
1
e} WY
‘ -
‘ Abso.rptlon Generators Fire Alarm Ug-htm-g
. Chiller Caterpillar (Edwards (Microlite
Pumping & VFDs (YorkTalk) (Modbus) Hardwire) N2 Direct)
ABB
N2 Direct

[Source: ]




Networking infrastructure

What can be integrated for BAS?

HVAC
Lighting

Security

Fire (alarm & control)

Emergency generator
Uninterruptable power supply (UPS)
Lifts & escalators




Potential overlap of microprocessor-based systems

BAS
_ Office/Home
Fire alarm system automation
system
Security system Telecom system

Lift control system

Building Services Engineer needs to integrate all the systems




Fully converged

All
converged

Controls and information technology (IT) integration hierarchy

_________________ -

IP backbone
and field kit

AN

Combined
data and
telecommunications

BMS integrate
interoperable
open system

Part converged

All digital systems, 2- tle

Data Telecom- CCrv, Fire HVAC
munications | @CCEss, and and
security \ safety \lighting
Gateway connections to 3-tier system
.74
¢ 11V VN NN
- Standalone, vertical, proprietary systems

LV VY N N NN N

(Source: CIBSE, 2008. Building Control Systems, CIBSE Guide H, 2nd edition, Chartered Institution of Building Services Engineers (CIBSE), London.)




Integration of building automation and enterprise information systems

Systems

Enterprise

XML SQL ..-¥
" HTTP HTML

Open System
Framework

~ And Moe




Integration between BASs and enterprise applications based on Web
Services

@:emet / TCP/NP/ HTI’F’/XMLIS% Othefapl)lication Internet Explorer
Intranet

Network Network
Baged Contrqller Baded Contrccjler
(Web Services) b Servi

(
VAN A\ s
Notebook B =

Controller n Controller
C Base
n = T HVAT ~

| Fie a —| Controller - .
e Controller | Enterprise
t [ HVAC icati
\/ W ot Application Servers

TCP = Transmission Control Protocol XML = Extensible Markup Language
[P = Internet Protocol SOAP = Simple Object Access Protocol

HTTP = HyperText Transfer Protocol

(Source: Bai J., Hao Y. & Miao G., 2011. Integrating Building Automation Systems based on Web Services, Journal of Software, 6 (11) 2209-
2216. )




Wireless networks ((((I))))

Wireless communication

Transfer of information between two or more
points that are not connected by an electrical
conductor, such as radio & infrared controller

Modern wireless technologies

Digital devices that communicate without wires

Such as mobile phones & wireless networking

@ 4G LTE (long-term evolution), LTE-Advanced, 5G
Wi-F1, Bluetooth, Zigbee, EnOcean

[

€3 Bluetooth #2 zigbee




Evolution of mobile phone communications

1980 1990 2000 2010 2020 2030
. First UK mobile phone call

il L - TACS

|l - GSM/GPRS/EDGE
. 3G spectrum auction

- WCDMA/HSPA/HSPA+

. 4G spectrum auction
. 2.3 GHz & 3.4 GHz auction
research & N
standardisation - = = (SERCRENEMS - LTE/LTE Advanced
commercialisation IO 56

(Source: )




@)

802.11b

iy

1999

Web browsing, FTP

11 Mbps

Frequency: 2.4GHz
Radio: DSSS
Range:

Indoor: 35m

\\\\ Outdoor; 140m ,,//

(Source:

Fixed wireless network evolution

(@)

. aee

802.11g

~

2003

Web browsing, FTP

54Mbps

Frequency: 2.4GHz
Radio: OFDM
Range:

Indoor: 35m

\\\‘ Outdoor: 140m

(@)

. a8

802.11n

2009

Video, Web browsing

600Mbps

Freguency: 2.4/5GHz
Radio: OFDM, MIMO
Range:

/

Indoor: 35m/70m

\\\‘ Outdoor: 250m

/

(@)

802.11ac

™~

(@),

802.11 ad

\

2013

HD Video, Wireless
link to display

6.93Gbps

Frequency: 5GHz
Radio: OFDM, MIMO
Range
Indoor. 35m/70m

/

~2018

HD Video streaming,
Extended display

6.93Gbps

Frequency: 60GHz
Radio: SC, OFDM, Beamforming

Indoor: 3.5m

Range
- Wy,




Wireless technology evolution

.+ GSM. TDMA
|+ ~270Kkbps

. AMPS TACS, o
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; / « IEEE 802.11 (2 Mbps) ; ;
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(Source: )




Wireless transmission in buildings

(Source:



Wireless networks (((I)))

Common wireless network standards @
IEEE wireless local area network (WLAN) @@

MOBILE

802.11(b) — Wi-F1, over short distances, up to 11Mbps e
802.11(g) or (a) — up to 54 Mbps

Bluetooth wireless technology 8 Bluetooth’
Originally designed for mobile devices
Does not require a large power source

Allows personal area networks (PANs) (mini-instant network)
using radio frequency identification (RFID)

Communicate w/o a server or a single point of routing
Connect up to 8 devices at a time (PicoNet)

‘Invisible’ technologies: user acceptance?




(Source:

Comparing IEEE wireless local area network standards

Why Choose? Avs B vs G

Wireless Technology Comparison Chart

802.11b

02,1 1a
Maw technology,

Up to SaMbps
(5% greater than B02.110).

Relatively mosa axpensive.

Uncrowded 56Hz band can
coexigh with 2.4 GHr networks
without Inferference.

Shorter range than 802,110 &
BO2.11g. Typically 25 to 75 fant
Indoors.

Meane at this time.

Incompatible with 802.11b or
B211g.

802.11g

Mew technobogy with rapld growth
axpected,

Up tn S4Mbps
(5% greater than B0Z.11h),

Relatively mexpensive.

More crowded 2 4GHz hand, Somie
confiict may ocour with other 2.4GHz
devices ke condless phones,
MiCrovwave ovens, elc.

Good Range. Typically up to 100-
150 fest indoors, depending on
congtruction, building materials,
e layout.

Compatible with curment 802.11h
Potspots fat 11Mbps), Also, i is
expected that most 802110
hatspets will quickly convert ta
BOZ119g,

Interoperates with 802.11b

nitworks (at 11Mpbe). Incompatible
with B02.11a.




Bluetooth wireless technology
.

- Gl ® -‘@m » « Wi

POINT-TO-POINT BROADCAST MESH
PC Mobile
phone WAP
PDA I

Bluetooth

Notebook

Printer

€3 Bluetooth

Video: Bluetooth vs WiF1 - What's the difference? (4:40)

(Source: )




Wireless networks classification according to the signal range

WPAN

Bluetooth, IrDA
ZigBee, UWB

R

10 m 100 m 50 km Distance
WPAN = Wireless Personal-Area Network WMAN = Wireless Metropolitan-Area Network
WLAN = Wireless Local-Area Network WWAN = Wireless Wide-Area Network

(Source: )




Wireless networks ((((I))))

Two kinds of wireless networks
Ad-hoc mode (ad-hoc or peer-to-peer)

Computers with wireless interface can communicate
directly with each other

Infrastructure mode (access point or base station)

Acts like a hub, providing connectivity for the wireless
computers/devices

(a) Dedicated hardware access points

(b) Software access points




Different types of wireless networking

Ad-hoc or peer-to-peer
networking

Wired

Etharnet Ethernet

Natwork

Commpauter with
Software Accoss File
Paint Sarver

Hardware access point Software access point

(Source: )




Wireless networks ((((I))))

Advantages of wireless networks for BAS
Lower 1nstallation & maintenance costs
Greater flexibility & scalability (no wiring 1s needed)
Easier integration with existing infrastructure

Support the deployment of more sensors & actuators,
which can provide more granular and accurate data for
BAS optimization & automation

Enable BAS to communicate and collaborate with other
wireless devices (e.g. smartphones, tablets, wearables) to
provide personalized and interactive services for building
occupants




Wired and wireless topological hierarchy of BAS

User
interface

Application
servers

Corporate network

IP switch

e Building
......----- controller
_¢ Area
ontroller | .
controll ..__J Wireless
M coordinator

‘ ‘-\
! Actuator ereless mesh

Field bus

Room
controller area controller
Sensor bus E O //,;/ /
| v 1 \
Wireless mesh
Sensor room controller

\ A

Wireless mesh

sensor
(Source: Maatoug A., Belalem G. & Mahmoudi S., 2019. Fog computing framework for location-based energy management in smart buildings,

Multiagent and Grid Systems — An International Journal, 15: 39-56. )




An example of wireless network BAS architecture

Distributed
User Interface WiFi J _Appllcatlon Servers
TCP/IP | D 'l }i

Automation

Engines A “ A "
Msfp —k /0 v

BACnet .

MSTP
BACnet

VSD

= Underfloor air

J >
§ - =

Meter
- Heat Pumps
- Fan Coils

Package units

L LAl L
] —
¢y

Chiller

Field Controllers

[Source: ]




Integration of BAS wireless network and enterprise IT environment

Extended Enterprise

IT Environment
Internet Hlﬂ
Browser Ethernet | Application
and Data
Wireless Server
Access Point
Wireless
Wireless
Building Controller Field Bus Y
Field Controllers Field Bus
VAV One-to-One
Receiver
Net %
Sensor Wireless Many-to-One
Sensors Receiver

" -

Commissioning
Laptop

\

Tablet PC

VAV

[Source:

Wireless
PC
Y
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Wireless networks ((((I))))

BAS with wireless sensor networks (WSN)

Consist of small sensor nodes that sense the
environment, perform computations, and
communicate with other nodes using the onboard
radio module

Sensor nodes transport the measured data to a base
station using multi-hop communication

The size of sensor nodes 1s close to a matchbox

Wiring 1s avoided and both installation &
operational costs significantly reduced




Basic concept of wireless sensor network (WSN)

(=) 2aaHz wirdesstink

(Source:




Further reading @

Hui S. C. M., 2007. Latest trends 1n building
automation and control systems, In Proceeding of the
CAI Symposium 2007 on Intelligent Facility

Management and Intelligent Transport, 28 March
2007, Hong Kong, 10 p.

Video: Network Topologies (Star, Bus, Ring, Mesh,
Ad hoc, Infrastructure, & Wireless Mesh Topology)
(8:57)




